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To : University Council of the Erasmus University Rotterdam & EUROPA  

From : Jaap Willem Cornelese, Policy Advisor IT (on behalf of Wout van Wijngaarden, Director IT) 

Date : 15-01-2021 

Subject : Answering the U-Council’s questions with regard to the Revised regulations governing the use 

of internet and ICT-facilities - 2020 (employees and students) 

Late October/begin November 2020 the Revised regulations governing the use of internet and ICT-facilities - 

2020 (employees and students) were introduced to the University Council of the Erasmus University Rotterdam 

and to EUROPA (to the latter only the employee version) due to their respective rights to consent. 

 

November 26th a committee of the University Council proffered a list of preliminary remarks and questions. These 

were discussed in a meeting of the committee members with Jaap Willem Cornelese from the IT Department on 

December 1th. The result of these consultations was a list of six (6) wishes / remarks by the University Council that 

needed looking into. Two (2) of these issues were then later also specifically mentioned in the consultation meeting 

of the University Council with the Executive Board on December 8th. 

These six issues will be answered in this memo. 

 

Issue 1: ‘preventing negative publicity’ as purpose of the regulations 
In the originally proposed Article 2.1 ‘preventing negative publicity’ is mentioned as one of the purposes of the 
regulations 

 

 
 

Comments by the U-Council: 

The other arguments is Art. 2.1 Purpose of these regulations are by far more clear to measure and are by far less 

likely to be subject to debate. The U-Council would therefor very much like to see either an extra check in this 

case (if a Targeted investigation is ordered based on the suspicion that the ICT regulations have been breached 

in the sense that a situation has occurred in which a student or jobholder has caused negative publicity for the 

EUR) or even the possibility that this be provided for in a separate procedure for instance. 
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Policy considerations 

1. When revising the original regulations from 2015 some parts of the regulations have been duly reworked, 

other parts were more or less ‘copied’ from the 2015 version. Article 2.1 (new) is an almost direct copy 

form Article 2.1 (old). So the article had not been reviewed. 

2. Closer inspection and consideration by the involved specialists and policy advisors, as now prompted by 

the University Council’s remarks, leads to the following conclusion.  

Now, 2020, it makes sense to differentiate between rules and regulations aimed at protecting the EUR’s 
IT-means and assets, her data as well as her (virtual) network, from (criminal) attack, abuse or misuse on 

the one side and rules aimed at regulating people’s behavior and the way they express themselves while 

visiting the internet, posting articles in social media or otherwise participating in societal or scientific 

discourse, on the other.  

 

While this was different in the past, for example still in 2015 when the original regulations where drawn 

up, nowadays people have a multitude of ways to connect to the internet and other electronic 

information outlets other than the IT-infrastructure and software provided by their employer. Therefor 

separate rules and regulations governing their way of behavior and expression are required. These rules 

should not be interwoven or mixed with the rules that are purely aimed at protecting an employer’s IT-

(infra-) structure and assets. 

The regulations now under considerations are specifically of the first type. 

 

Therefore, only when under a different and separate set of rules and regulations it has been proven that 

an employee has committed an offense by instigating certain publicity for the EUR and when there is a 

reasonable and well-founded  suspicion that to do so he/she specifically made use of his/her EUR 

provided IT-assets, then a Targeted investigation could be initiated by the Executive Board by incurring Art 

2.1 (1), ‘…misuse’. 
 

The purpose of these regulations that in this case would be invoked is the prevention of ‘misuse’, not the 
prevention of ‘negative publicity’. Only when, under different rules and regulations, it is proven that 

causing ‘negative publication’ states a case of misuse, then these Regulations governing the use of 

internet and ICT-facilities can be invoked to initiate a Targeted investigation into an employee’s IT-assets, 

for example his/her mailbox. 

 

3. A similar remark can be made in relation to Art. 2.1 (2) ‘combating…offences’. All of these offences 

constitute examples of misuse under Art 2.1 (1). 

 

Proposed solution 

Based on the considerations above the proposed solution would be to simply omit the current Art 2.1. (2) and 

(5). The new Art. 2.1 – Purpose of the Regulations would then be as follows: 
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Issue 2: Art 4.5 / 4.6 Blocked account  
Article 4,5 (student version) / 4.6 (employee version) states that ‘In cases of suspected abuse of a password, 

the IT department may immediately block access to the associated account’ 
 

Comments by the U-Council: 

Art. 4.5 [4.6] “may immediately block access to the associated account.” Can an appeals procedure be built in? 
(specifically thinking of incidents in which students are blocked access if the abuse is not there and this 

providing study delays) 

 

Policy considerations 

1. Yes it can, in fact it is already in place. 

An account that has been blocked for security reasons can immediately be unblocked once the required 

additional measures have been taken. Someone need to change his/her password for example. The IT-

department by means of the IT Service Desk can and will provide support in such cases. 

2. The used phrase ‘abuse of a password’ is too narrow. The previous sentence in the article mentions a 

wider range: ‘personal login details and any other additional means of authentication (such as smart cards 

and tokens’. 
 

Proposed solution 

In the new article the specific reference to ‘a password’ will be skipped and a footnote will be added 

mentioning that the IT Service Desk can be contacted in case one’s account has been blocked. 
 

 
 

Issue 3: Art 5.1 (2) prohibition to copy, move or forward email messages  
Article 5.1 (2) <employee regulations only> states that ‘In the context of performing his work activities for 

EUR, the Jobholder is required to use EUR’s e-mail facilities for sending and receiving e-mails. Copying, 

moving, or forwarding these messages (by automated or other means) to e-mail systems and accounts not 

provided by EUR is prohibited.’ 
 

Comments by the U-Council: 

.. presume this is a translation or wording error. In it’s current form this would entail that an EUR employee 

cannot email with any non EUR mail accounts, ..would think the regulation was meant to prohibit the 

integral/automatic forwarding of an employee’s mails to an own private address. We would ask the article to be 
adapted. 

 

Proposed solution 

Adding the following explication (in green) will solve the issue: 
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Issue 4: Art 8.1 (1) measures 
Article 8.1 (1) states that ‘When these Regulations or general statutory regulations are violated, the Executive 

Board may take disciplinary measures…’ 
 

Comments by the U-Council: 

We would also like to see the specification that “No disciplinary measures will be taken without first allowing 
the Student the opportunity to put their own views forward.” placed back into the article, as it was in the old 
regulations. 

 

Proposed solution 

In both the student as well as in the employee version of the revised Regulations a likewise sentence has been 

added. See the example of the employee regulations below. 

 

 
 

Issue 5: Article 7.2 – Procedure for Targeted investigations 
Art. 7.2 sub’s 1- 3 describe the procedure the Executive Board needs to follow in case they believe a targeted 

investigations into a person is warranted under the Regulations governing the use of Internet and ICT-

facilities. 
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Comments by the U-Council: 

In their preliminary remarks on the proposed Revised regulations the U-Council members referred to the ‘old’ 
Art. 5.6 stat states: ‘E-mails from occupational physicians, HR counsellors, members of the University Council 

to each other and all parties who may invoke confidentiality pursuant to the law, will not be inspected. This 

restriction does not apply to computerized security checks carried out on the Internet and IT facilities’. 
Their question was: 

What is the reason for no such article in the new regulation and can this be added again? Current Art. 7.2 (1) 

provides far less protection and the statement that an assessment “may result in an adjustment of the Targeted 
investigation” seems unduly vague. Could explanation be provided? 

 

During the meeting of the committee of the U-Council with Jaap Cornelese it was agreed upon that nobody 

should be excluded in advance of an investigation. Anyone can commit crimes or acts of misuse in the sense of 

these regulations. What needs to be provided for are sufficient safeguards when privacy or confidentiality are 

at stake, as would certainly be the case when people with a formal Confidential position were to be the 

subject of an investigation.  

 

The question by the U-Council members then became: ‘can the consultation of and assessment by the DPO 

respective the central EUR confidential counsellor as mentioned in Art. 7.2 (1) and (2) be ‘of a binding nature’? 

 

Policy considerations 

There are several reasons the advise given by the DPO and the central EUR confidential counsellor can not be 

of a binding nature: 

 The scope of their considerations is, by nature of their formal role and function, limited whereas the 

Executive Board takes into account all possible arguments and considerations. Although privacy and 

confidentiality are very important there can be circumstances in which other arguments are in the 

end deemed of higher importance. 

 The Executive Board is, as the name implies, the highest decision making body at the university. They 

are and must always be in a position to overrule the advise given to them by any advising body in the 

university. 
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 The DPO and the central EUR confidential counsellor are advisory functions/roles and not 

management functions. Providing them the power for truly binding advise (ergo: decision making 

powers) would require a revision of their job description. 

 

Meanwhile, these new Revised regulations governing the use of Internet and ICT-facilities do not change, 

lessen or undermine the arrangement for checks and balances that are in place. An employee of student who 

is subjected to a Targeted investigation can always use the EUR’s complaints procedure and the ways of the 
Executive Board are always scrutinized by the Supervisory Board. 

 

Issue 6: a request for an accompanying document ‘Guidelines to the regulations…’ 
During the meeting on December 1th is became clear that in addition to the Regulations themselves there is a 

need for a more ‘practice oriented’ accompanying document providing explanations and guidelines on how to 

interpret te Regulations in daily life. 

 

For example Art. 4.1 (2) states: ‘In principle, saving private files or information on EUR systems is not 

permitted, unless such limited use does not disrupt daily work activities or EUR’s network, or leads to 
disproportionate costs for EUR. 

 

What then is meant by ‘disrupting daily work activities’? What are disproportionate costs? 

 

Elsewhere in te Regulations similar rather abstract descriptions are given. 

 

The wish of the U-Council is that an accompanying document ‘Guidelines to the regulations….’ wil be provided 

in which examples will be given of what is meant in daily life terms by the more formal descriptions in the 

regulations. 

These guidelines further need to be updated regularly because daily processes and procedures by means of 

which IT-policy if implemented change more frequently than the formal Regulations. 

 

 

Proposed solution 

Once the Revised regulations have been approved, the requested ‘Guidelines to the regulations…’ will be 
drawn up. These guidelines will be part of the awareness campaign supporting the introduction and 

implementation of the Revised regulations. 


